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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	X
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title

	Nature of relationship

	520031
	Security enhancements for usage of Generic Bootstrapping Architecture (GBA) from the browser (Stage 2)
	Parent WID

	732033
	Generic Authentication Architecture usage extension and optimizations
	Parent WID
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Justification

In an IoT context, one aspect of security is safeguarding the authentication of devices placed within a machine-to-machine (M2M) network and the integrity and confidentially of M2M data [1]. 
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Figure1. Authentication and secure communication in a CIoT system
For the application layer, various telecommunication standardization organizations have worked on their view of security. For example, IETF has designed DTLS/TLS that are targeted for IoT use cases and deployments [2]. Like DTLS, transport protocols often depend on the provisioning of pre-shared keys or certificates management. However, managing a large scale of keys or certificates is a huge challenge for the IoT application providers. 
3GPP has developed the Generic Bootstrapping Architecture (GBA) that enables the creation of service or application keys through using 3GPP secret keys typically stored on the UICC [3]. This is a very useful feature for an IoT application provider who can not or will not take the key management responsibility for the IoT devices.
However, at present GBA relies on HTTP digest authentication and requires the device to implement an HTTP stack. HTTP was designed for web, but is not appropriate for IoT applications, when considering the resource, bandwidth and energy restriction of the target devices. Several standardization organizations have defined lightweight communication protocols for IoT application layers. For example, Constrained Application Protocol (CoAP) is an IETF standard for the constrained environment, especially considering energy, building automation, and other M2M applications. It would be useful to adapt GBA to such constrained environments where implementing an HTTP stack is not feasible [4].
5
Objective

The objective is to define GBA over protocols other than HTTP, for example CoAP, in order to suit the requirements of IoT systems:
· Extension the Ua interface to support protocols other than HTTP;
· Extension the Ub interface to support protocols other than HTTP;

· Redesign the GBA procedure to support protocols other than HTTP.
6
Expected Output and Time scale

Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR

	TS/TR No.
	Description of change 
	Target completion plenary#

	TS 33.220
	update GBA over protocols other than HTTP 
	TSG #82

(Dec., 2018)
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Work item Rapporteur(s)
Xiaoru Li, CMCC, lixiaoru@chinamobile.com
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Aspects that involve other WGs
10
Supporting Individual Members
	Supporting IM name

	CATR

	China Mobile

	China Unicom

	HiSilicon

	Huawei

	ZTE


